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Rough Seas: Arl’s Place in Preventing Piracy

The problem of piracy has existed for decades, but identifying illegal behavior has become far more challenging as
consumers continue switching to OTT video options. Streamed pirated content typically looks exactly like a typi-
cal, legal OTT video. And while you could use deep packet inspection to identify and track pirated streams, it is
cost prohibitive and raises privacy concerns. Machine learning offers a less intrusive and cheaper alternative. By
training it to detect variances in meta-data, byte distribution, packet lengths and inter-packet time, Al can identify
the illegal streams with a high level of accuracy and precision. NCTA vp, broadband technology Matt Tooley also
believes Al can be used to go out and find the video pirates themselves. “The video pirates have only three or four
backend services that they will stream from,” Tooley told attendees at an SCTE-ISBE Cable-Tec Expo panel on
piracy Wednesday. “We find those four backends and we can find it all.” But once pirates notice that cable operators
have found a way to identify illegal streams, that very well could change. There is the potential that they could use
packet stuffing to make their flows a constant bitrate, but they won’t make those sorts of investments without some
poking and prodding. “The pirates are cheap,” Tooley said. “They don't encrypt any of their video streams because it
costs money.” He’s also working on fine-tuning how to ensure Al’s effectiveness for larger MSOs. That means con-
tinuing to work with the Al, teaching it to ignore activities like music streaming or online gaming sites that also have
video features. That will lower the amount of false positives, ensuring the Al’'s accuracy. “There’s a bit of work to do
there so we can make this scale to a cloud service so that when the operators want to use it, it makes it easy for us
to do it for our members,” Tooley said. Of equal concern to cable operators and beyond are the DDoS attacks that
have the possibility to cause serious disruptions on their networks. Buying an attack against a company is relatively
cheap, costing the buyer only $20/hour for 100Gbps or more. Victims forced to fight back face a much higher price
tag, spending on average $40K/hour to put an end to the attack. The risk landscape has only expanded as more
people adopt 0T devices and place them on their network with little to no knowledge of how that device is actually
interacting with that network. In his work in attempting to detect vulnerabilities in networks and when a DDoS attack
could occur, CableLabs senior security engineer Kyle Haefner found that a device as simple as wireless tea kettle
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could prove usable by hackers. Driving the point home was a slide in his presentation dubbing the iKettle from UK-
based connected home company Smarter the “WiFi enabled tea kettle of doom.” “They can tap into your iKettle...
and it gives the attacker the unencrypted WiFi password of your wireless network,” Haefner said. “You have to be a
network manager in your own home, and most people don't have that skill.” CableLabs is working with the Messag-
ing, Malware, Mobile Anti-Abuse Working Group (MBAAWG) to collect and aggregate attack data through the
DDoS Information Sharing Project. The pilot began in 2017 in an effort to provide ISPs with data they can act upon
to rehabilitate compromised devices on the networks before they become compromised.

Teching Out the Customer Experience: At a technical conference like SCTE-ISBE’s Cable-Tec Expo, it's easy to
geek out with acronyms and engineering speak. But sometimes you need to move beyond “techs and specs, and
look at speed and ease,” a phrase coined by a Wednesday Expo panel on network management and growth for
mid-size and small operators. “We keep trying to push speeds and feeds and everything else, but not really taking a
step back and looking at how they are getting service from us,” Tom Williams, Schurz Communications’ vp, engi-
neering & technology, said on the panel moderated by ACA Connects pres/CEO Matt Polka. The network and the
rich data it offers can help get service providers to step up their customer service game. “Even looking at and under-
standing when people disconnect. Do they start running more speed tests?” Williams asked, noting that it's usually a
signal that they’re having connection issues. “They’ll run it and they’ll run it, and then we’ll see that they disconnect.
If we can look at that and make changes in the way we communicate to the customer and possibly go out and fix an
issue that’s there, we can save that customer and not have to go back out and get them again.” That sort of network
analyzation is OpenVault’s bread and butter. “Our goal is to get into the predictability business. We want to stop the
congestion points on the network before they become alarming,” said Josh Barstow, OpenVault’s evp, corporate
strategy & business development. He threw out the example of a customer who signed up for a 10Mbps data pack-
age three years ago, who now has 25 devices riding on the network today. “They normally never call and say | need
more speed. They call and say, ‘my service isn't working.” OpenVault started using data on the engineering side, but
now “there’s as much, if not more benefit, to the marketing side of the business,” Barstow said. There’s a real oppor-
tunity for operators to super serve their customers in this increasingly connected world. “I think where we're at now is
the consumer who goes to Best Buy or Amazon and buys a bunch of 10T stuff, comes home and goes, ‘now what?"”
said Evolution Digital COO Cash Hagen, who spent time at WOW! as COO and CTO. ‘I think there’s a real op-
portunity for us to own the home.” With operators increasingly extending the demarcation point to include the entire
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wireless network in a home, there are questions over how to monetize it. The answers are mixed. Sparklight looked
at adding a managed WiFi network fee, but ultimately decided to include it in the base fee. “If we need to put more
access points into the home to make sure there’s ubiquitous coverage, we do that. There’s not an extra fee for that,”
said Ken Johnson, Sparklight’s svp, technology services. “We're trying to provide the consumer with an outstanding
experience in the home as part of their base level service. We've seen because of that, a dramatic drop in service
activity to the home because they have a better foundation. Ideally, we win the battle long term because we're the
better experience for the consumer.” Schurz offers a “smart WiFi service,” giving it away for free in one system and
charging $12.99/month in another. “What’s interesting in our surveys is the happiness of our customers is exactly
the same, whether they get it for free or pay for it. We're moving across the entire company to charge for it,” Williams
said. “We have a backlog of people willing to pay for it. They want this thing that badly.”

Lesser Leaving HBO After More Than Three Decades: Another HBO exec is saying goodbye to the premium
programmer. Nancy Lesser, evp, media and talent relations, revealed in a note to staff Wednesday that she
was stepping down after 35 years with the network. Her departure comes shortly after that of evp, corporate
communications Quentin Schaffer, who resigned in July. Lesser joined the company in 1984 as senior publicist,
media relations based in New York. Before joining the net, Lesser served as public relations director for Ford’s
Theater in Washington, DC.

Sunshine State Agrees to T-Mobile/Sprint Divestiture: Florida has chosen to support the merger of T-Mobile
and Sprint so long as New T-Mobile divests Sprint’s prepaid business to DISH, the DOJ announced Wednes-
day. “Florida has been one of the states leading this investigation since the beginning, and | am pleased that
they have chosen to join our settlement after completing their thorough review,” DOJ antitrust chief Makan
Delrahim said in a statement. A total of seven states that previously sued to block the transaction have agreed
to the divestiture plan while 18 attorneys general, including those from New York and Oregon, are still standing
by their suit to block the deal.

Refinery29 Joining Vice Media Family: Vice Media acquired digital media company Refinery29, the pair
announced Wednesday. Terms of the deal, which was signed Tuesday by Vice Media CEO Nancy Dubuc and
Refinery29 co-CEOQOs Justin Stefano and Philippe von Borries, were not disclosed. Refinery29 will remain a
separate brand under Vice Media and help its parent company reach more female millenials and increase its
global presence. Both companies have laid off employees in the past year to adjust to a shifting advertising
landscape. Vice Media laid off 10% of its workforce in February and Refinery29 confirmed last October that it
would be cutting 40 employees.

Wurl Launches AdPool: Wurl, a provider of streaming video distribution and advertising services, is launching
AdPool, a service that will enable video producers to sell their CTV ad inventory to thousands of advertisers. The
platform is free for publishers and CTV platforms that are part of the Wurl Network. AdPool can be used to comple-
ment existing ad sales, to reduce unsold inventory or as the primary ad sales channel. Each ad is individually
targeted in real-time for each TV viewer, which the company says earns higher fees for video publishers and greater
ad buying efficiency for advertisers. “Even during our beta, AdPool has provided enormous benefit for our custom-
ers,” said Sean Doherty, CEO and co-founder of Wurl. “With billions of CTV ad impressions already being sold on
the Wurl Network, AdPool has the scale necessary to attract premium advertisers and increase our customers’ yield
from ad-supported streaming.”

First MDU Fully Outfitted with Xfinity Smart Home Solutions: The Wyatt FOCO, a 12-building community in
Colorado, has teamed up with Xfinity Communities smart home automation solutions to create the latter’s first
fully connected community. The Fort Collins community, composed of 368 luxury units, has been fitted with smart
thermostats, lighting, locks and leak detectors that can all be controlled via an app for both residents and property
managers.

Programming: Free streaming service Tubi entered into a deal with Warner Bros. Domestic Television Distribu-
tion for Season 13 of “The Bachelorette”

People: Parrot Analytics tapped Stephanie Allen to the newly created position of partnerships director, brands
& media. She comes over from Reddit, where she was Strategy Lead and a senior partnerships executive.
Prior to Reddit, she was brand strategy director at Buzzfeed. She’s also held roles at Tumblr, Facebook and
Google.
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Think about that for a minute...

Plus What?

Commentary by Steve Effros

| was watching the football game on
Sunday and | just couldn’t help notic-
ing the ads. First there would be an
ad for Apple TV, and right at the end
the logo would appear on the screen
and after a little “ping” they would
add the “+” symbol. Cute. Except apparently the
same graphic artist was also working on the Disney
ad which came right after it. Another “ping.” Another
“+” at the end of the logo.

Plus what? Of course they’re not the first, we have
Hulu +, ESPN + and I'm guessing that won’t be the
end of it. As a consumer, or even someone like me
who is supposed to be well versed in this stuff, it’s
getting to be totally inscrutable. | got that AppleTV+
is focusing on their allegedly creative, new product.
And you can'’t really miss that Disney+ is going to
have one heck of a lot of old chestnut Disney mov-
ies and shows, lots of it animated. But should |, as
a potential viewer, get animated about what they
are offering? Their names suggest that | withhold
judgment, since | really don’t know what I’'m going
to have to add (that little “+” sign suggests that there
are going to need to be additions, | would think) to
get at least the equal experience to what | already
have today.

So the question has to be “plus what?” I'd suggest
that some cable folks get their ad departments work-
ing on that one. Because the “plus” part is also go-
ing to at least let folks know that the prices they are
touting don't really let us know what the added costs
will be. The “+] it seems to me, should make it clear
to folks that they’re being offered a “half-loaf” as

the saying goes, and they better find out what other
things will have to be added, and what they will cost,
before buying the notion that this “+” service or that
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service is actually a “better deal” than cable.

Let’s just start with “+ delivery” (in equally large
type!) That might make their name and pitch a little
more honest. Cable includes the delivery in our price.
Then in some cases it will be “+ your local broadcast
signals which are not included,” or “+ all the other

L. | channels you want to watch that you will have to buy

from some other service.” | could go on, but you get
the point.

What'’s as significant is that there are now commen-
tators suggesting the confusion factor is going to get
so great, as all these new services start rolling out,
that consumers are going to prefer that the different
services be aggregated. Viewers will want a plat-
form that can easily offer those services in varying
packages that allow them to just have one interface
to work with. Through that interface they will pick
the packages of signals, channels or services they
watch.

Now that makes sense. The consumer could have
one device, say a small plug-in device, or it could be
built into the “smart TV,” and all of the various ser-
vices could be offered in various packages at various
price points...maybe we could call them “bundles,’
and they could just call the programs up, maybe by
something like, say, a voice command! Ladies and
gentlemen, | hereby present to you: “Cable Televi-
sion!” It's becoming clear that the new services have
yet to even hit the scene and the marketers are real-
izing that if they want those “standalone services” to
survive, they’re simply going to
have to reinvent the wheel.

T:202-630-2099
steve @effros.com

(Steve Effros was President of CATA for 23 years and is
now an advisor and consultant to the cable industry. His
views do not necessarily reflect the views of Cablefax.)
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